Abstract-The advancement of Information and Communication Technology (ICT) offers positive and negative impacts in our daily life today. Criminals too leverage on sophisticated ICT in their modus operandi. Hence, digital evidences are abundant to be acquired and analysed as part of investigation, today. Two homegrown tools i.e. PenDua and Kloner are used for digital evidence acquisition tool while FTK and Autopsy are among tools applied for analysis of the evidences. Various artifacts are used as evidences of some made-up crime cases. The whole exercise is compiled as a learning package that can be a good exposure for beginners of Digital Evidence Forensics learners. We have tested the usage of this learning package with 120 students of a Digital Evidence Forensic class for 3 semesters. Majority of the students found that they enjoyed experiencing the hands-on to learn the proper procedure of acquiring and analyzing digital evidence, usage of several popular digital forensics tool and producing proper report. The made-up of real cases make the exercise interesting, appreciated by the students and enhance their understanding.
I. INTRODUCTION
The rapid advance of technology offers positive and negative impact in our daily life today. Among the positive implications -it has made many of our daily activities fast, convenient, efficient and allow us as human to focus on more strategic and human nature tasks. On the other side of the coin, criminals also leverage technology in their modus operandi. Crime can now be operated online, remotely, targeting many victims, and may leave digital evidence on devices, network, database, cloud and other computing infrastructure. Hence, the technology today has changed and impacted how evidence are now in digital forms and how we think about gathering digital evidence. There are abundant of digital evidences to be acquired and analysed as part of investigation, today. The skill sets of forensics specialists are in two categories -digital and non-digital. As for digital evidence, at a minimum level, they must have an sufficient knowledge of computer hardware, software systems, network and legal. Today, to be a more competent digital forensics expert, one needs to acquire and possess the knowledge, skills, and experience to conduct complex, data-intensive forensic examinations involving various operating systems, devices, computing and storage platforms, file types and sizes.
Understanding and applying the proper Digital Evidence Forensics (DEF) procedure as in ISO/IEC 27037 is extremely important to ensure that the digital evidence can be accepted or admissible in court. Hence, it is important for Digital Forensics students to experience practicing of applying ISO/IEC 27037. This paper shares a teaching and learning experience in a digital forensics class for beginners in an undergraduate course. This piece of work explores the features and capability of several acquisition and analysis tools for digital evidence. Two homegrown tools i.e. PenDua and Kloner are used for digital evidence acquisition tool; while Access Data FTK, Autopsy, WinHex are among tools being applied for analysis of evidences.
II. RELATED WORK
Digital Forensics has now become important and many universities are offering it as a course in their information technology or cyber security related syllabus. In the early days of this discipline, the subject is referred to as Computer Forensics. Due to pervasiveness, affordable and widespread usage of digital devices, these devices besides computers potentially contain abundant of digital evidence. Hence, the term digital forensics is also being used to reflect a broader scope of computing devices and platforms as compared to the term computer forensics. Some universities offer Computer Forensics, while others offer Digital Forensics. [2] shared sample of an undergraduate curriculum, resources needed to develop an inexpensive digital forensics lab, and steps to integrate this course in the InfoSec curriculum. Beginning from more than a decade ago, some colleges offer digital forensics as an online course with multimedia technology in the explanation sessions and several hands-on assignments, such as the analysis of drive or cell phone images, with the software that is employed to support those assignments [3] . There are also interesting discussions on challenges and opportunities in teaching Computer Forensics in colleges, developing and managing a Computer Forensics minor degree program, jointly run by Criminal Justice and Computer Science departments as in [4] and [5] . Nevertheless, there are professional Digital Forensics training courses run by SANS for professional certifications as in [6] and are highly recommended for digital forensics practitioners. 
III. DIGITAL FORENSICS STANDARD METHODOLOGY
Understanding and applying the standard methodology in digital evidence forensics is important to ensure the integrity and authenticity of the potential evidence. The steps are Identification, Collection, Acquisition, Preservation, Analysis and Presentation (also referred to as Reporting). The first four i.e. identification, collection, acquisition and preservation are well described as a standard in the ISO/IEC 27037 document. Identification is the process of searching, recognizing and documentation of potential digital evidence. Collection is the process of gathering the physical items that contain potential digital evidence. While acquisition is the process of creating a copy of data within a define set. During acquisition, each digital file evidence need to be imaged (which means duplicated or copied) and obtained the hash value of both the original and imaged version of the files. The original and image files are to have their hash values similar. The product of an acquisition is a potential digital evidence. After collection and acquisition, the potential digital evidences must be protected. Hence, there need to be a preservation procedure where it maintains and safeguards the integrity and/or original condition of the potential digital evidence. Managing the chain of custody on each potential digital evidence needs to be practiced. A sample of a chain of custody form is as in Figure  2 . Physical preservation is also needed during and after the potential digital evidence is collected and acquired from the crime scene. The following preservation steps must be considered: i) Protect evidence from electromagnetic or mechanical damage; ii) Ensure that the evidence is not tampered, damaged, or compromised by the procedures used during the investigation; iii) Do not damage evidence to avoid liability problems later; iv) Protect evidence from extremes in heat and cold, humidity, water, magnetic fields, and vibration; v) Use static-free evidence protection gloves, not standard latex gloves; vi) Seal the evidence in a proper container with evidence tape before transporting them to the digital forensics lab.
The next crucial step that relies on technical capability of the examiner, is analysing the potential digital evidence. Here, the forensics analysts perform analysis on the valid forensic image (the duplicated version) in a controlled environment (e.g. in a forensic lab). They need to accomplish the investigation objectives as requested by their client and be able to perform forensic analysis with more than one tool. The findings must be repeatable and consistent, even if performed with different tools. In general, a digital evidence analysis may take a short or a long time -days, weeks, months or years. While performing the analysis, the potential digital evidence will be taken in and out of its cabinet or storage. Examiners need to fill in the chain of custody form as part of the evidence preservation. Throughout the process of identification, collection, acquisition, preservation and analysis, documentation is important, and takes place in all these phases. The entire documentation will be the report for presentation to the client, related authorities and ultimately to the court. The document or report that is to be presented consists of: i) Introduction and summary of findings -who gave the evidence to you, when, what was found (e.g. total no. of files), followed by the objective of analysis (e.g. to confirm the computer was used to create and send the offending message); ii) List of each evidence (include label, model, size, and specifications); iii) Tools used in the analysis or examination (include version number); iv) Findings on each evidence & how it was discovered if other than the standard forensic tools were used; and v) Hypothesis and Conclusion of the digital forensics in relation to the case being investigated. All these phases are explained to students at the early part of the course. After discussions on file systems in Windows and Linux, possible digital evidences and their location in each operating systems, covering other topics such as image forensics, email forensics and network forensics with some hands-on exercises in each topics. In the last few weeks of the semester, the students are occupied with their team projects.
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IV. ACQUISITION AND ANALYSIS OF EVIDENCE
As part of the course, artifacts are created based on modelling of selected crime cases that occurs in our own locality. These artifacts are placed in a hard disk and students have to acquire it. Appropriate tools and method need to be applied during the collection and acquisition of the digital evidence, as they had learned at the beginning of the semester. Interestingly, in the last few semesters we began to use x-
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Forensik, a Malaysian homegrown tool set developed and used by the Cyber Security Malaysia Digital Forensics team. X-Forensik consists of Kloner and PenDua that image and acquire digital evidence files. Kloner is a light weight portable external storage duplicator equipped with forensic data preservation functions. Whereas, Pendua comes in a USB thumb-drive contains forensics duplicator software to copy data evidence from a suspect's computer at a crime scene. Both are designed and developed for investigator inclusive first responders at a crime scene. Figure 3a) shows the interface of Kloner prior to making image of source storage to the destination storage. Figure 3b) is the report produce after the imaging process completed. PenDua is used to acquire files that are potential digital evidence to the investigation case. Prior to the extraction and imaging, users must enter the case number, exhibit label and examiner's name. These information are important as part of reporting. Imaging or copying of files from the selected directory and folder can be made as in shown in Figure 4a ). When the imaging process completed, a report will be generated as in Figure 4b ). It comprises of the file names, location of directory and folder, file size, time stamps, and importantly the hash values of each files. The report produced by PenDua can be used in litigation process. This makes our students confident and appreciate the usage of PenDua. In past semesters before Kloner and PenDua were used in our class, students are made to assume that the artifact given are the image or copy version for analysis. Hence, they miss the experience of acquisition phase.
The imaged files or copied version will be used by students for analysis. Students then apply various tools to analyse and find relevant information from the many potential evidence files. Analysis tools that are often used by our students are Access Data FTK Imager, Autopsy, WinHex, Steganography softwares, decoder tools, among others. The artifacts of evidence are of variety cases and filled with "anti-forensics" features such as wrong file extensions, hidden files, misleading clues, encoded messages, hidden messages in image, audio and video. In each class of 30 students, 10 different sets of artifacts are given to 10 teams for investigation. Each team of 3 students are assigned to complete the investigation on acquisition, analysis and reporting phases. Kloner and PenDua are used as the imager and acquisition tools, while various digital forensics analysis tools as described earlier can be chosen by the students.
As shown in Table 1 , this is an example of evidence files that a team managed to discover in their analysis of the artifact acquired for a made-up case on illegal logging in one of the states in Malaysia. For this particular case, the artifact has 15 files in 3 folders. However only 6 files are relevant and important to be further analysed. The situation can be even more complex in real life analysis and investigation, such as fragmented or imcomplete files. All tools being used, steps being taken and screen shots are captured and recorded. These information are compiled and written in a report that is to be referred to for discussion and its admission for legal actions. Content of the report must be written professionally. Each team presents the case that they investigated, findings of their acquisition, analysis and reporting.
V. CONCLUSION
Majority students of this class expressed that they enjoyed experiencing the hands-on exercises, learned the proper procedure of acquiring and analyzing digital evidence, used of several popular digital forensics tools and producing proper report. The artifacts on "made-up of real cases" create an interesting scenario and this is appreciated by students. Such team projects enable them to apply relevant computing, hardware, file systems, network, and other technical concepts, the "how to" knowledge, and legal matters. Learning by doing obviously enhance students' understanding. This course has also created interest of our students doing their Final Year Project on digital forensics for mobile devices, such as [8] . Our students are among the early users of x-Forensik that comprises of Kloner and PenDua. While using it, we also take note of features that can be incorporated in booth tools for better performance. Some of our students are now working together with the x-Forensik developer team to improve the tools' performance in terms of variety of operating systems, and addition of a more stable hash algorithm, among others. It is an example of a healthy collaboration between a university and a government agency.
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